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Abstract: This research aims to explore if problem-based learning has an effect on em-
ployees’ ability within an organization to detect phishing emails. Specifically, this pa-
per tries to answer the following research question: Does the problem-based learning
method in STEM affect the ability of an organization’s employees to recognize potential
phishing emails? The research was carried out through a case study involving a phish-
ing simulation conducted within a Central European company. A total of 221 employ-
ees were targeted with phishing emails over two separate rounds, which lasted for four
weeks. Between the rounds of the phishing campaign, problem-based learning edu-
cation about phishing was provided to all employees. The research findings highlight
several key points. Initially, there’s been a reduction in the count of employees who
clicked on links found in phishing emails. Second, there has been a decline in employ-
ees providing their user credentials to phishing websites. Lastly, the number of em-
ployees reporting suspected phishing emails to the IT department has also decreased.
To our knowledge, this is the first paper that links STEM through problem-based learn-
ing with phishing.
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INTRODUCTION

The STEM approach to education is designed not only to prepare learners (we
use this term because it does not necessarily refer to pupils or students, it
can be e.g. employees, as in this paper) for work but also to equip them with
the necessary skills for living in the 21st century (Smith et al., 2022; Widya et
al,, 2019). The benefits of STEM education include connecting real-life prob-
lems with the content being learned (Elsayary et al., 2015). Some research-
ers believe that STEM education helps students develop the skills needed for
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problem-solving (Asghar et al., 2013; Capraro, Capraro, & Morgan, 2013; Cas-
teldine & Chalmers, 2012; National Science Board, 2007, as cited in Elsayary
et al.,, 2015). This can be achieved using the problem-based learning (PBL).
PBL is a learner-centered education model that combines an investigative ap-
proach with the problem-solving process (Etherington, 2011, as cited in Elsa-
yary et al,, 2015), where the goal is not only to solve the problem but also to
understand its origins, thereby developing students’ thinking skills and inte-
grating existing and new knowledge (Smith et al., 2022), as well as becoming
an effective collaborator and increasing motivation for learning (Hmelo-Silver,
2004).

According to the Verizon Data Breach Report of 2023, 74% of all breach-
es in information systems involve a human element (Verizon, 2023). One of
the initial activities of breaches is a phishing campaign. Phishing is the activity
of faking internet websites or emails with the aim of tricking the victim into
entering sensitive data for further criminal activities such as identity theft or
financial crime by pretending to be another person or organization, often leav-
ing open doors for subsequent attacks (Gavett et al., 2017; luga et al.,, 2016;
Tomici¢, 2023). The problem of phishing attacks is a known challenge within
information security, especially since attacks are reported every year, and a
decrease in the number of successful attacks in the near future is not antici-
pated (Iuga et al., 2016; Jampen et al,, 2020), and attack vectors are becoming
more sophisticated (Burda et al.,, 2020). Individuals, whether privately or as
part of an organization, are an untapped resource for recognizing and time-
ly responding to phishing attacks and are key to protecting the organization
from potential threats. However, for individuals to successfully resist phishing
attacks, they must be able to recognize potential phishing attacks, and to do so,
education about them is necessary.

This paper tries to answer the following research question: Does the prob-
lem-based learning method in STEM affect the ability of an organization’s em-
ployees to recognize potential phishing emails?

The rest of this paper is structured as follows. The second section presents
areview of the literature and existing research. The third section shows the re-
search methodology, including the research design and methods of data collec-
tion and analysis. The fourth section presents and comments on the obtained
results. The final section summarizes the entire research.

LITERATURE REVIEW

When considering the relationship between employee information and cy-
ber security education, there is no consensus among researchers on whether
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education (regardless of the form of education) has an effect on the ability of
employees to recognize phishing attacks.

On one hand, it is believed that employee information and cyber security
education cannot be linked to the ability to recognize phishing attacks (Broad-
hurst et al.,, 2020), partly because employees do not read the prepared materi-
als (Caputo et al., 2014). Mandatory employee education programs do not lead
to a reduction in the number of accesses to phishing websites (Gordon et al.,
2019). Current methods of educating employees are not sufficient for recog-
nizing sophisticated attacks (Burda et al., 2020). To achieve a better effect, it is
necessary to educate employees several times to change their behavior (McEl-
wee et al.,, 2018). However, one research has shown that conducting organized
phishing campaigns in organizations, as well as educating employees about
phishing, makes employees more susceptible to attacks (Lain et al., 2022).

On the other hand, researchers believe that employee education makes
a difference in recognizing potential phishing messages (Carella et al., 2017;
Heartfield et al., 2016). Employee education reduces the possibility of phishing
messages affecting them (Alhaddad et al., 2023), thereby directly leading to a
positive impact on the ability to recognize phishing email messages (Alwanain,
2021), as well as recognizing phishing websites (Alwanain, 2019), which leads
to a reduction in the impact of potential phishing attacks. Also, researchers
believe that targeted training on a conducted phishing campaign can be associ-
ated with a reduction in susceptibility to falling under the influence of phishing
messages (McElwee et al., 2018).

After all that has been said, it is important to emphasize that in the search
of relevant literature, not a single article was found that links STEM education,
PBL, and phishing emails.

METHODOLOGY

The research was conducted in an organization in Central Europe that employs
about 250 employees, most of whom communicate via email daily. The orga-
nization has established information and cyber security processes. The IT de-
partment regularly informs employees about phishing threats (regardless of
whether they have occurred) and holds training sessions on information se-
curity at least once a year, where phishing is one of the sections covered. Each
training also includes raising awareness of potential phishing attacks, given
that phishing attacks are one of the frequent sources of attacks, and the em-
ployee (or user) is the most common attack vector (Burda et al., 2020). During
training, IT employees explain examples of phishing messages on real cases and
how to protect against them. Also, when phishing messages breach multiple
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email addresses within the organization, IT informs all email-using employees
about the phishing attack, providing instructions on how to proceed. Addition-
ally, when a new employee joins the organization, they undergo training to be
alerted to possible information and cyber security, including phishing threats.

Furthermore, the organization has written standard operating procedures
for responding to phishing attack detections. Employees can report a received
phishing message, as well as information on whether they clicked on a link or
filled out information, to the IT using the Helpdesk portal, email by phone, or
directly to IT employees.

A case study was chosen for this research due to study employee behav-
ior in their natural environment, i.e. without external influences (Mihelic et al.,
2019).

An external contractor was engaged to conduct the campaign, with whom
an NDA agreement was signed, in order to perform an information security
check of the IT system using social engineering methodes, i.e., phishing. Employ-
ees who do not use email and those who were informed about the campaign
were excluded from the email addresses. The research design is shown in Fig-
ure 1.

Figure 1. Research design scheme

The organization provided the external contractor with a list of 221 email ad-
dresses within the organization for the phishing campaign. From the phishing
campaign, IT staff and employees who were aware that a phishing campaign
would be conducted were excluded. The remaining users, apart from previous-
ly receiving training and email notifications, do not have an IT background and
come from various other fields (e.g. law, economics, etc.).
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Table 1. Users demographics

Sex Frequency  Mean St. Dev. Min Max
Female 173 43.47 8.7 25 65
Years
Male 48 41.48 10.25 26 64

The research and phishing campaign were divided into two rounds. The re-
search and campaign were carried out over two working days separated by
four weeks. On the first day, 120 minutes after the first notification of a phish-
ing email was received, the IT sent a notification about potential phishing to
everyone. On the second day when the second round of the phishing campaign
took place, the IT sent a notification 70 minutes after receiving the first notifi-
cation.

The first phishing email was sent to all employees within an hour to pre-
vent security systems from recognizing it as phishing. The sender’s address
was: Notifications [Notification@organization.domain] MAILER-DAEMON@
whytrustme.net, and the subject of the phishing message: “[IMPORTANT]
Changes in entry rules at locations Location1 and Location2” (actual locations
of the organization, which are publicly available were mentioned). The body of
the phishing message stated that an unauthorized person was moving through
the administrative area, even though the organization does not recognize this
term, and therefore, it is necessary for all employees to be assigned PINs to
enter the parking lot and organization’s premises, stating a short deadline for
accessing and filling out the information on the provided link.

A few days after the first round, IT organized an interactive PBL education,
as a form of training, on phishing attacks. The education was not conducted
ex cathedra but rather employees were encouraged to divide themselves into
smaller groups and furthermore to identify whether a given set of emails were
either phishing messages (not just in organized campaigns) or legitimate mes-
sages. Besides recognizing, employees were asked to identify clues that could
determine whether the received email message was phishing or legitimate and
how they could respond to such messages. The education concluded with a
discussion among all employees. This education model was chosen to motivate
employees to participate in the training (Elsayary et al., 2015).

The second phishing email was sent to all employees within an hour to
prevent security systems from recognizing it as phishing. The sender’s address
of the phishing email for administrative staff was notification[notifications@
eAdvertisement.hr] MAILER-DAEMON@whytrustme.net, and the subject of
the phishing message: “New ergonomic chairs for Organization employees
(EU-OSHA: Healthy Workplaces Good Practice Awards 2020-2022)". The body
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of the phishing message stated that the organization is purchasing new office
chairs and it is necessary to access the link as soon as possible where the em-
ployee will choose the model of the office chair to be purchased for them.

After employees clicked on the links in both emails, a common interface
opened. In the newly opened interface, employees were asked to enter their
user’s credentials (e.g. username and password for computer access). Users,
after entering their user’s credential, received a pop-up message stating that
their username and password were incorrect.

According to the procedure for reporting phishing messages, employees
should report any suspicious messages they received. An IT employee collect-
ed the data and updated it in a spreadsheet. After the campaign was completed,
the external contractor provided the organization with relevant data in anoth-
er spreadsheet. Both spreadsheets were merged into one using Microsoft Excel.
Descriptive statistics were used for the statistical analysis of the data using the
DATAtab software tool (DATAtab Team, 2024).

RESULTS AND DISCUSSION

The results of research will be shown in two parts. In the first part, the sus-
ceptibility of employees to phishing messages will be shown, specifically how
many employees clicked and filled in the data in the requested forms. The sec-
ond part will display the number of reported phishing email messages.

In the case of the first phishing email, the first employee of the organi-
zation clicked on the link two minutes after receiving the email, and the first
data in the form were filled in three minutes after receiving the email. The last
employee clicked on the link four days, 22 hours, and 10 minutes after receiv-
ing the email, and filled in the data four days, 22 hours, and 11 minutes after
receiving the email. During this period, a total of 21 employees (9.5%) clicked
on the link, and 14 of them filled in the data (6.3%). Before sending the email
notification, 13 employees had clicked on the link, and 6 filled in the data; after
sending the email notification, eight employees clicked on the link and filled in
the data.

In the case of the second phishing email, the first employee of the orga-
nization clicked on the link seven minutes after receiving the email, and none
of the employee filled out the form. The last employee clicked on the link 24
minutes after receiving the email. These are the only two employees (1.4%)
who clicked on the link.

From the mentioned from above, it is evident that after attending PBL ed-
ucation, the number of employees who clicked on the link in the phishing email
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decreased, and none of the employee filled in the data on the page. Howev-
er, it is important to emphasize here that users’ specific credentials were not
collected, only data about access and filled-in data were collected, so there is
a probability that some employees filled in the form with false user creden-
tials. This conclusion confirms the findings of previous studies (Alhaddad et
al., 2023, Alwanain, 2019, Alwanain, 2021, Carella et al.,, 2017; Heartfield et
al,, 2016, McElwee et al., 2018), which highlighted the importance of employee
education in recognizing phishing messages.

Table 2 shows the descriptive statistics of the time taken to recognize
phishing emails before and after PBL education.

Table 2. Descriptive statistics results for reporting phishing email [in minutes]

No. Mean St. Dev. Min QI Q2 Q3 Max

Before PBL 79 48533  2494.79 2 4 13 43 15838
After PBL 52 253.02 1683.72 1 3 6 24.25 12158

Table 2 shows that the times needed for employees to report a potential phish-
ing message have decreased. However, it was also observed that the number
of employees who reported a potential phishing email decreased from 79 to
52, or by 34%. This can be interpreted as an increase in employee awareness
and the belief that it is an obvious phishing email and that no further action is
needed.

CONCLUSION

In this research, a phishing campaign was conducted targeting employees of a
company. In the campaign, employees were sent two different emails in which
they were asked to access phishing sites and fill in the requested data. Between
the two rounds of the campaign, PBL education was conducted with employees.
It concludes that PBL education has an impact on reducing the number of em-
ployees who will click on a phishing email, the number of employees who will
enter the requested data, and also the number of employees who will report a
potential phishing email.

This research has several limitations. Firstly, the research is geographical-
ly limited, i.e., it was conducted within one country and within one organiza-
tion in that country, on a small sample size of 221 employees (users). Secondly,
the research was conducted over a short period of time, meaning four weeks
in total, and in only two rounds of phishing emails. Thirdly, the research did
not perform a comparison between different traditional and STEM education
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methods. Future research is recommended to explore different STEM educa-
tional methods in comparison with traditional educational methods and their
impact on developing employee competencies for recognizing phishing emails.
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